GREATER ASHEVILLE REGIONAL AIRPORT AUTHORITY
JOB POSTING
SYSTEMS ADMINSTRATOR

The Greater Asheville Regional Airport Authority (GARAA) is seeking an
individual for the position of Systems Administrator. Resumes should be
submitted to Suzie Baker, Director of Administration, Greater Asheville Regional
Airport Authority, 61 Terminal Drive, Suite 1, Fletcher, NC 28732, or by email at
sbaker@flyavl.com.
Additional GARAA information can be viewed at
www.flyavl.com.

Position Summary
The Systems Administrator’s role is to ensure the stable operation of the in-house computer network. This
includes planning, developing, installing, configuring, maintaining, supporting, and optimizing all network
hardware, software, and communication links. This person will also analyze and resolve complex
hardware and software problems in a timely and accurate fashion, and provide end user training where
required.

Operational Management:

















Manage the organizations virtual and physical server infrastructure (Microsoft Server 2012, 2016 /
VMWare ESXi 6.x)
Manage the organizations voice / internet communication links.
Manage the organizations IP telephony system including servers, PRI / SIP communication links,
voicemail, and end points.
Manage all network hardware and equipment, including routers, switches, firewalls, and wireless
access points.
Administer and maintain all email accounts, distribution groups, shared mailboxes and resource
accounts within Microsoft Office 365.
Administer and maintain end user accounts, permissions, and access rights within Microsoft
Active Directory.
Manage security systems, including firewall, anti-virus, and intrusion detection systems.
Monitors and maintains secure remote network access utilizing virtual private networks (VPN)
and SSL.
Ensure network connectivity of all workstations, servers, printers UPS units and other peripherals.
Installs, tests, and maintains software patches and upgrades to all server and network equipment
Practice network asset management, including hardware and software inventory and related
SLA’s.
Perform server and network security audits.
Perform and verify system backups and recovery of all network servers, equipment, applications
and databases.
Monitors network performance and security with appropriate audits, reviews, data analysis and
testing. Recommend, schedule, and perform network improvements, upgrades, and repairs as
needed.
Interfaces with outsourced IT vendors as needed.
Manage and/or provide guidance to junior members of the team
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Knowledge & Experience









5 years of related work experience in a comparable complex, high tech and fast paced network
environment
Extensive support experience of Server and PC operating systems, including Windows 7Windows 10, Windows Server 2012-2016, VMWare ESXi 6.x)
Extensive support experience with Cisco Call Manager and Cisco Unity in a high availability
environment.
Extensive technical knowledge of current network hardware, protocols, and standards, including
Cisco IOS, Microsoft Active Directory, TCP/IP, DNS, DHCP, Group Policies, and basic network
scripting
Strong working knowledge of low voltage cabling including twisted pair, single and multi-mode
fiber.
Hands-on hardware troubleshooting experience of servers, workstations, and network equipment.
Good understanding of the organization’s goals and objectives.
Knowledge of applicable North Carolina data retention practices and laws.

Personal Attributes














Strong written and oral communication skills.
Strong interpersonal skills.
Highly self-motivated and directed.
Keen attention to detail.
Strong customer service orientation.
Proven analytical and problem-solving abilities.
Ability to conduct research into technical issues and products as required.
Ability to independently analyze and solve routine computer related problems. Ability to read a
variety of informational documentation, directions, instructions, methods and procedures, such as
technical manuals, software manuals, wiring diagrams, blueprints, product documentation and
related materials.
Ability to maintain a high degree of confidentiality, to perform work with a positive attitude and in a
professional manner at all times.
Ability to manage multiple projects and effectively prioritize workloads.
Ability to present ideas in user-friendly language.
Experience working in a team-oriented, collaborative environment with limited
instruction/supervision

Conditions
Work Conditions






Must be able to work a flexible schedule, weekends, night shifts, holidays, and “on call” as
needed. The Airport operates on a 24 x 7 x 365 basis.
At times, exposed to heat, cold, rain and snow in a noisy environment.
Sitting for extended periods of time.
Attentiveness to work procedure will reduce potential risk of injury in work areas.
Dexterity of hands and fingers to operate a computer keyboard, mouse, power tools, and to
handle other computer components.
Page 2 of 3

GREATER ASHEVILLE REGIONAL AIRPORT AUTHORITY
JOB POSTING
SYSTEMS ADMINSTRATOR




Occasional installation and inspection of cables in floors, ceilings, walls and conduit paths
throughout the property.
Lifting and transporting of moderately heavy objects, such as computers and peripheral up to
75lbs.
Responsible for any other duties as may be assigned by the Director of Information Technology.

Education Requirements
 College degree in the field of computer science. Relevant experience and certifications may be
considered in lieu of degree.

Certification Requirements/Preferences




VMware Certified Professional (must be able to attain within one year in the position)
MCITP/MCSE
CCNA

Licenses Required


Valid North Carolina Driver’s License

Other Requirements


Must be able to complete and pass a background investigation and drug screening as required by
the Federal Government and aviation-related authorities.

The Greater Asheville Regional Airport Authority offers a competitive salary and an
excellent benefits package. This position will remain open until filled. This position
requires a detailed background investigation. GARAA is an Equal Opportunity
Employer.
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